4G-IP-MODULE

The 4G-IP MODULE consists of a standard IP-MODULE with the plug in 4G Cellular card fitted. It is predominantly designed for
cellular monitoring but can work as a wired Ethernet system as the primary reporting path with Cellular as the back-up path or

as Cellular as the primary reporting path.
It supports IP Monitoring and personal monitoring via text or emails.
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NANO SIM CARD SLOT

NOTE: Always power down the
IP-MODULE before inserting or
removing the SIM card.

SIM
CARD

LED NUMBER

RSSI (signal strength)
1-4 1 ON = Low Signal strength
1,2,3,4 ON = High Signal strength
LEDS cycle back and forth until a network connection is made

SIM FAIL
5 This LED turns on at start-up and goes off when the SIM card is
read successfully.

NETWORK UP
6 This LED turns on at start-up and goes off when the 4G IP is
connected to the cellular network.

INCOMING CALL
7 This LED will turn on for 2 seconds when a call is received. Can
be used to test a SIM card by calling the number associated with
the SIM

SMS RECEIVED
8 This LED turns on for a few seconds when an in-coming Text
(SMS) message is received.




HOW TO TALK TO AN IP-MODULE fitted with 4G Cellular Card

1. Connect the IP-Module to your Computers LAN port with the supplied Patch cable.

2. Connect power to the IP-Module, this can come from the Alarm Panel or even a 12V battery.
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Power Requirements: 10-15 VDC 300mA diagram 1

3. Before your computer can communicate with the IP-Module you may have to set the computers IP address.
Address must be within: 192.168.1.001 (1 to 243) Don‘t use 192.168.1.100 Recommended IP = 192.168.1.101
Choose your version of windows you're using and follow the steps below.

/Mpy Changing your IP Address on Windows XP
Windows™® 192.168.1.101

Changing your IP Address on Windows 7

. Window5'_7

°> Network Connections

192.168.1.101

Qe+ @ (P POsearch [ rokers | [~

Address | € Network Connections

s O LANorHigh-Speed nternet i » Control Panel » All Control Panel iems » Network and Sharing Center ~ | 43 )} Search Control Panel lo
Ste 1 Network Tasks
p  Local area Connection .
Create anew Connected, Firewalled | @ tocal Area Connection Status = : < . @
connection T4, NVIDIA nForce 10/100/1000 . rk information and set up connections
% Setup 3 home ar smal | ﬁ
R 8 e _ IEEE o ® @ See full map
L Lacal Area Connection Status ? x| 1 ] e
e — Connecton - 19 Local Area Connection Properties [ work Internet
General | Gupport| IPv4 Connectivity:
Connecton 16 Connectivity:| || Networkng | Shang Step 1 Connect or disconnect
Stalus: Connected feska Bl ot
Dt g Duration: Access type: Internet access
Spead: 10Gbpe Speed: < Broadcom NetlLink (TM) Gigabi Ethemet Connections: § Local Area Cannection

Internet Protacol Version 4 {TCP/IPvd) Properties [
This connection uses the following tems:
e | Step 4

% Cliert for Microsoft Networks

-L_ Local Area Cannection Properties ? x|

General | Advanced|

Internet Protocol (TCP/IP) Projerties

Acthity Connect using: Activity 4=} Trend Micre NDIS 6.0 Fitter Driver You can get IP settings assiged automatically if your network supports
Gerera 13810105 Packet Scheduler this capabilty. Othernise, yo\need to ask your network acministrator
BB NVIDIA nForce 10/100/1000 Mbps o S 2
AL tep 1B, nd Printer Shaning for Microsoft Netf [ | the appropriate [7 stings,

You cangetIP settings assigned autorhaticaly if your network suppots
This connection uses the follswing items: this capabilty. Othenwise, you resd to Ask your network administiator for

Bl Clert for Microsolt Networks U et P

LB File and Frinter Shaiing for Microsolt Networks

421005 Packet S cheduler

%= Intemet Protocal (TCP/IP) (@ Uss the folowing P addess
« 1P sddress: 192168 1 101

~- Intemet Protocol Version 6 (TCP/IPv6)

By tes: & Intemet Protocol Version 4 (TCP/IPv4) ) Obtain an IP address automadaly
<& Link-Layer Toalgy Discovery Mapper lll| | @ Use the following TP address:
& Link-Layer Togb

Packets

(O Obtain an [P address autamatically logy Discovery Respondf| 1P sddress: 192,168 . 1 .101

(@tammis) (]

Uninstall E Subnet mask:

2

55 .255 . 255 . 0

J e [ Install Uninstall Propert Demtoton Default gateway:
Lo res Ll Eubrelac 5. 265 255 0 Transmission Cntrol Protocol/Infemet Protoc
wide area netlrk protocol that provides comg
across diversf interconnected networks. Obtain DNS server address automatically

Transmission Cortrol Protocol/Intemet Protocol. The defaul
id I protocel that provides

HomeGroup

/ esciplion Defaut gateway 0254 0 129

Internet Options @ Use the following DNS server addresses:

= Preferred DNS server:
Windows Firewall / ol

across diverse interconnected networks. Dbtsin DNS server address automtically

Step 2 (@ WUse the following DNS server addresses:

| Shavy ican in netification area when connected

Notify me when this cannection has mited or ne connectivity Prefened DNS server 202. 27 158, 40 / Alternate DS server: -

‘ Allemate DNS server

| oK Cancel
Step 3
Step 5

/ :
Step 3 [ validate settings upon exit
(Version 4) Step 5

i |

4. Open your web browser: Internet Explorer, Safari, Fire-Fox or Google Chrome

5. In the browser type in the IP-Modules Address 192.168.1.100 then press Enter
The IP-Modules Home page should come up

| & http://192.168.1.100/

(& AAP PSTN-ETH IP Module
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NETWORK SETUP o= T

1. From the IP-Modules Home page Click Login

L3 ()| @ http//1921681100/L0: O ~ C || @ AAP PSTN-ETHIP Module %
File Edit View Favorites Tools Help

2. Click in the Password box and type in the
System Password 000000 then press Enter
(000000 is the default system password)

®100% v

3a. For simple Network Setup g
click on the Box Enable DHCP A B o000 tog D 2 O ] B aappSTHETHR oade X
(a small tick will appear). e e e

With DHCP enabled the IP-Module will
automatically request the network

configuration from the router. L A
Please note that the Router will also e _ :
assign the IP-Module with a new o__]
IP Address. o]
4. Now continue the rest of your Setup. s o oot |

Go to 3G setup to get the cellular connec-
tion working then setup the CID and/or
Personal monitoring details.

®10% - |

3b. If you require an advance Network (_W_) lm'Pvc

Setup, don't enable DHCP instead you o wa ver ot ol g —— |
can enter your own Gateways, AA

DNS numbers, IP Address and Port number

4. Now continue the rest of your Setup

creoro0i7ey | [psverH ] L Enable DR O vir

1025403 I o |
w0 ] [oo0o 0|

f00% v |

Example Only.
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4G SETUP

1. Select the GSM Setup tab,

2. Enable Cellular Network,

3. Setup The Cellular Poll CID
event code.

4, Set the required Cell Poll
Timer.

@ 1P Module

& > C @ Notsecure | 192.168.1.100/apn

i Apps || Favorites &8 Logintothe Websi.. <% AAPSERVER

626

15|
o |
o |

5. Select the Cellular Provider
APN settings from the supplied
defaults list or manually enter
the data. There MUST be an en-
try in the "GSM APN” and “"DNS1
& 2" boxes.

* 6 @

@ Snappernet @ Computer Dynamics ‘ iR-ADV C7270 3 iR-ADV C7570

M2M One NZ

202.27.158.40

202 27 156.72

| M2M One NZ v|

»




CID SETUP (for Monitoring Station Communication)

1. Contact a Monitoring station to setup an IP-Monitoring account.

2. Fill in the boxes below with information provided by the Monitoring station.

| Monitoring Information

Account Code (A)V v = Must have information

| IP Monitor Fail
| |User Name (optional) User Password (optional) CID Code (optional)

Monitor Name (IP Address) (C)V Monitor Port # (B)v CID Code (optional)

Polling Interval

! (optional)
| | Alternative Monitor Name Alt Monitor Port # CID Code (optional)
IP ALARM Protocol (tick one) \y”’
CSV IP ALARM PATRIOT LS-30 AAP ECID
3' Continuing from Network setup r° ) & http: 192,16;‘1,13'0 Tnded. P~ <ﬂ|' -_'AAPP$TN-E1H[PModuIe TT e e, luf‘é

Clle on CID SettingS \ Fle Edit View Favorites Tooks Help - ) - B
I AAP IP Module Setup
4. Make sure Enable CID Reporting is Ticked

‘ Inputs/Relays H GSM Setup ‘ Personal Monitoring | Restart ‘ System ‘ Logout |
5. Start filling in all the monitoring station info: \
A [ Enable CID Reporting
B. \-\ [¥| Replace Panel's Account Code
C.—] i
: . \'\ User Name User Password Retry Delay
(putting any other info requested) ] ‘ ‘ =
Monitor Name Remote Port CID Code
| 219.89.203.117 ‘ 4004 801
Alt Monitor Name Remote Port CID Code
6. Now select the IP Alarm Protocol — | o 02
\ I.P A::\l:ﬂ]:r:::::l Z Line Fail Enable
O pATRIOT LS-38 U Send CID Checksum
|| Send Duplicate Events
G e | Report IP Fail to Monitor
7. Once all info is entered press the TAB key PolL. Interval IP Hondtor Fail CID Code
|
. - * Click once all settings on all pages have been changed
8. Then click on Save & Restart
®10% ~
Example Only.
9. Power down the IP-Module and wire it up to the @SeTS2wS ek 1p-MoDUL : IBI
. . _. OL;_;_.;_ILu_=JL=_.=_.=_I % n ! 1
Alarm Systems dialler line-in. Connect the Ethernet - b [T
port to the internet router if the Primary monitoring is Il F»"‘x
set to Wired IP (see Network Page). o o NOTE: With |

IP-Module
- m © . fitted do not !i _
Catbe or Catb @) use line out D3
o |

terminals.
1 2 ® 1
3 : Ii
v E(D ]
PORT 2 PORT 3

(e Reset
FEREAEEE [eeeg) Button

Generic Network Router (NOT SUPPLIED)

Power Requirements: 10-15 VDC 300mA
this power source must be battery backed up.
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PERSONAL MONITORING SETUP (Text and Email)

text. 22)\New Event (1) | Burgiary (130) W (Al Areas) v DOY Zone 1 Alarm
Event (1) | Busglary (130) v (Nl Areax) DI Zore 2 Alarm
(1) | Busgiary (130) ™ (NI Areas) Vv D03 Zore 3 Alarm
13) NowE 1 Burgiary (130) N Ao} DD4 Zore 4 Narm

.. 26) New Event N v | Busgiary (130 w (Al Aveas) v DOS Zore 5 Aam
3. There are 6 alarm recipi- - T N o — g — g ——T—

ents. A recipient can be @ mo- | |4, e v
bile number or an email ad- 28) New Event (1) v
dress. Enter in mobile numbers | | new gt~
with the country code in front, | |3 dessein~ -
eg a mobile# 0274 123456 Rt Mt
should be entered as
64274123456.

V| (Al Aresx) Vv D07 Zore 7 Amm
W (Al Avess) - DOE Zore § Amrm
v (Al Avea) v D05 Zore § Alam
W (Al Aveas) VD10 Zore 10 Adaem
v (AN Aress) v D11 Zore 11 Aaem

. 0 = _ . | A~ A
(=0)| @ http://1921681.100/p O ~ C || @ AAP PSTN-ETHIP Mo... X | w2
1. Enable Personal Monitor- File Edit View Favorites Tools Help
ing. You MUST press “Save AAP IP Module Setup
and Restart” before you ¢
enter any data. | mome || motwork || passwords || €10 settings || Iaputs/matays || Gon setup | [FemsGRRIMGRIESRERgY | Mestart || System || togout |
¢
[ tassie Personal (5M5) Reporting
CID Cvent LETeT 1 Bacipissts
2. You can select the CID — [ "ewesmin e s fes o Feut 1 On 2:0) 2:0 3:0) 4:0) 5:0) &
(Contact ID) event you want\ | |* === ::2: : : := : : :
to recognise then program = e 20 20 20 «0 s0 ¢
up to 32 characters of text §)' | New Event (1) v | Burgiery (10) | Al Ave) Alsren Acveies 1:0 2:0 3:0 0 5:0 &
that will be sent as a Text or €) Restore(3) | Busglery (130) (Al Ares) v DO Zore Aysr hst peen Restoens el 2l 3l a2l &2l &
email. NOTE: a %,” cannot 7) | New Event (1) V| Tamger (137) v(uiAmss) V(00 | Al Bystem Tamper Al 2:00 2:0) 3:0) #:0) 5:) &
be used in the text. 8) [NewEvent (1) v|Semsor Tamoer (383) v |(MIARSS) V(000 | Al Bystem Zone Tamper Al 210 20 20 40 210 &
#) | New Event (1) | Low Betery (302) v (AlAras) V(000 | Sysiem Bafiery Low 2:0] 2:0] 3201 4201 5:0] &
18) Resiore (3) | Low BeRery (300) ™ (Ml Aveax) v DOD Eystem Bofiery LOW Restored ) 2l 32l w82l
11) New Event (1] | AC Loss (301) W (NIl Areax) DO \ais Fall on Alsrm 2ysiem 130 2200 3200 420 520 &
13) Restore 3} V| AC Loss (301) (Al Avea) v D00 Mairs has been Restored 2=l =0 2=l 42 Szl &
13) Restore (3) | User (401) | (Nl Arcas) v DDA User 1 has Armed the Alam : 1] b 3 3: 4 L L
3. The Subject Header can 14) | New Event (1) | User (401) | (Al Avea) (001 User 1 hess Disarmed the Alarm 2:0 2:0 30 0 8:0 &
be up to 64 characters in 13) Reswre () | user o) v (AArs) V[0 | {User2 hes Ammed the Alm 20 20 320 «:0 s:0 ¢
length. You can use this to 18) | New Event (1) | User (401) v (NiAe=) V0@ | User2 hes Disamed the Ao 2:0 2:0 3:0 #:0 5:0 &
|dent|fy the Slte name and/ 17) Restore (3} | Quick Arm (408) v (Al Areas) v DOD Armed By Arm Bution 2:00 2200 30 40 $:0 &
. . 18) New Event (1) | User (401) (Nl Areax) v DD Oisarmed By Code User 1: 2 3 4: 5 6.
or address. It is sgnt with e e e e 2.0 20 20 40 £0
every text or email. NOTE: a 28) | New Event (1) | Raio User (40} V(M Ams) (000 | Cesamed by Rao Pendart 2:0) 2:0) 3200 4:0 5:0 &
"," cannot be used in the ) NewEvent (1) ¥ |Senice Test (B02)  V (MiAvess) VD00 | Al Bystem Test Message 1e0] 20 3200 4: 0] 8:0 &
t H F E 5 4 2 &
el 2200 3200 420 %20 &
t H 3 - 4 S é
=l 20 ) 32l 42l) Bzl &
p [ F 3 & L 6.
el 2l Bl 42l S:l) &
el ) el ) 32l d2l) Szl &
2:() 220 320 420 S0 &
1: k] 3: 4: L 6.
 H F E 4 L H &
tH F 5 3 4 L &

Any of the above entries are updated immediately.
{11 NOT be restored to their previous value on Logout

Email / Text Sebject Header

0
4. If a text is received by the | |, g
unit it can send it to a cellular ,ﬂ% u) Test Emel | TestaMe
0
0

number that is ticked here. ~— ||
For example if a prepay SIM o ]

card is used a top up message
= Ehiin dbie Bll woTTings @ Bl pages Pase Lew Olwged
can be forwarded to one of the

phone numbers. 5% w

For this to happen the “Enable

SMSError Reporting” box
needs to be ticked on the GSM

page.



OPERATING AND TROUBLE SHOOTING

LED BLUE FAST FLASHING |Ready Wired Network detected
4 flashes every second
INDICATIONS BLUE SLOW FLASHING | Fault No Network detected
1 flash every second
| GREEN STEADY Dialling Out The alarm panel connected to the Line-in terminals
<) ¢ has Looped the line and is attempting to dial out.
:El-:% —| BLUE STEADY Monitoring Fail |Unable to connect to the Monitoring Station. If the
¢ primary path is set to Cellular and the wired IP is
— not connected this LED will be ON.
o
Ei® [ RED FLASHING ULD Operating | Remote Upload/Download software is accessing the
D*@ i Panel through the IP-Module
=
= ALL FLASHING DEFAULT There is no programming saved in the module
2 (S50

Getting Back into Program Mode with DHCP Enabled

Once you have Enabled DHCP and connected the IP-Module to the router a new IP Address will automatically be assigned.
This can cause a problem when you try to get back into it's web page to change programming.
Follow these steps to get back into the web page:
1. Power down the IP-Module.
2. Connect the IP-Module directly to your PC/MAC (as shown in diagram 1 on page 2)
3. Power up the IP-Module.
You will then be able to use the default IP address (192.168.1.100) to get into the setup web page.

Resetting

Warning, performing a Reset will wipe all programming fields and return the IP-Module back to factory default. This in-
cludes returning it's IP address back to (192.168.1.100).

To reset simply press and hold the reset button (@] until the LED turns Off. (about 5 second) ———— [

|—»These 4 LED's will start flashing, when you press the reset button

ALARM SYSTEM SETUP FOR CID and Personal REPORTING

The Alarm System must also be programmed for reporting
You will need to program in:
1. A telephone number (we recommend using 1234567890)
2. That telephone number must be set to Contact ID reporting format.
3. The dialler must be enabled.

If you are using an Elite S/S-Lite here are the Programming Addresses:
1. P 181 E 1E (putin a phone number 1234567890) E
2. P182E 1E turn option 1 ON and E
3. P175E 1E turn option 1 ON only and E

ARROWHEAD ALARM PRODUCTS Ltd.
344b Rosedale Rd,

Albany,

Auckland. /\ \

Ph. 09 414 0085

7\
/
Fax. 09 414 0088 Yy ‘ \
WWW.aap.co.nz /‘A
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